KEY FEATURES

FLEXIBLE LICENSING

DSRAZOR allows for autonomy in serving

the needs of individual workgroups and
departments within your enterprise. Licensed
per Domain, Active Directory Container or per
DNS Domain Root allowing you to implement
DSRAZOR per your requirements.

REDUCE ERRORS

DSRAZOR's patented designer interface™ ensures
your applets exactly match the task-at-hand and
enable you to deliver a solution where mistakes
are reduced and all actions are audited.

ZERO PRIVILEGE®
DSRAZOR's Zero Privilege® Help Desk
Delegation technology details:

e Does not require elevated user privileges

® Does not use or rely on Active Directory
Native Delegation

o Utilizes a separate server or workstation-
based service with full security options
(see reverse side for more)

* Available for all versions of Windows

e Create Active Directory User, Group,
Contact and other Accounts

e Reset Passwords
e Unlock Accounts

e Change Active Directory fields
(phone number, last name, and so on)

e Move Accounts
e Create Exchange 2007 and 2010 Accounts
e Create Home Directories

e Easily convert existing DSRAZOR applets to
Zero Privilege by adding a single service

* Receive a full audit trail of every
processed action
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Zero Privilege Help Desk | for Windows

Don’t compromise your security! Stop unnecessarily
elevating user privileges today.

Control access to your Active Directory, Microsoft Exchange and
Windows File Systems by not assigning change permissions to
non-administrator user accounts.

Use DSRAZOR for Windows Zero Privilege Help Desk delegation
agent to quickly and easily task non-administrator accounts to
perform routine duties.

Any applet created with DSRAZOR for Windows patented
interface* can be made into a “zero privilege” applet. Zero
Privilege applets utilize a secure protocol to communicate with an
agent running on any server or workstation you choose. Please see
the reverse side for a screenshot of available security options.

DSRAZOR customers such as Sydney Water with over 3,000

users utilize DSRAZOR's Zero Privilege Help Desk technology to
complement IBM’s Tivoli to maximize efficiency of Active Directory
and NTFS Management.

Reduce errors and reduce complexity with DSRAZOR for
Windows Zero Privilege® Help Desk.

* U.S. Patent No. 6,438,742

DSRAZOR for Windows from Visual Click Software is your answer to Active Directory,
Windows and Exchange management, no scripting required! When you use DSRAZOR,
you will be able to precisely interact with your Active Directory environment, Windows
File Systems and Exchange Accounts. Discover security weaknesses, audit accounts,
document objects, manage attributes and delegate duties.

Schedule your free online demonstration and evaluation today.
Contact us now.
Direct Dial: 512.330.0542

www.visualclick.com Toll Free: 877.902.5425
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As shown in this image, DSRAZOR for Windows Zero Privilege® Help Desk provides a variety
of security options to ensure your protection for all delegated duties.

Zero Privilege® requests are sent via an encrypted protocol utilizing TCP/IP ports of your choosing.

E"-.!Configure DSRWZP on the selected Server 10| =l

Server MOXYES Server's IP Address: 198.206.217.177 ok |

—&ctive Directon Account to be uged by DSRWZP Server Agent in proceszing change requests
Example; CM=ServersP.0U=5ecureChanges DC=acme 44l default bo vour current logon i none currently saved) Lancel |

|EN =Administrator, CH=0 zers DC=greenland, D C=com

— Pazzword for account selected above »> pazsword storage will be encypted in Reqistry at zelected zerver

Manage
I Tokens
—dizzigh TCPAAR Port Address Used by DSEWZR Server Agent [at the hosting zerver] IF Part is ZERD [0] it dizables that function—
{Can be 49152-65535}) Port for ZP Requests: II] Part for Workstation Logs: ID Part for Alert Conzoles: IU
— Define Share Path for Activity Logs — Prefermed DC——
. Direct all ZP
| Path &zzistance | Fequests to the
following
Automatically purge activity logs where last update was mare than II] dapz ago. [0 = Mewer Purge, minimun iz 7 dapsz) Domain
Contraller
— Conztraints on Zera Privilege [£P] Fequests [specify zerver
name o]
[~ Do kot allow modification of accounts that include "ADMIN" anwwhers in the distinguizhed name
r Do ot allow modification of the following groups or accounts that are a direct member of the following aroups: I

"“Adminiztrators’ [builting, "0 omain Adminz" or "Enterprize Admins" [leave blank to

P— - : . " first
Do not allow modification of the: following Groups or their members including nested groups | Add Group | :ieailgéle]

Only uze this
optiar if all
R objects being
BmoeE managed exizt
ifi the same
— — Define IP Range Domain,
IFP Rangesz allowed for £F request argination | £
FROk: I I I I Save az NEW IP Range |
T0O: I I I I Fevize Exizting IP Ranage |
Mote: If no [P ranges are defined, Zero Privilege [£F) requests can write INI File
Remove selected IP Rangesfs] | ariginate from any IP address for Server
—%Who can use DSRWZP - IF no groups listed, then any user can use ZP servicesz (if criteria shown above are satisfied)
Groups including nested Groupz whoze members are allowed to uze Zero Privilege Applets on thiz zerver | Add Group |
Walid Hours
for ZP
Femove | Requests

Yisual

‘I .cl‘ www.visualclick.com Toll Free: 877.902.5425 Direct Dial: 512.330.0542




